64 Bit: The final frontier.

Helge Klein, http://blogs.sepago.de/helge
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Who is
Helge Klein?

IT architect at sepago e Citrix Technology Professional (CTP) e Architect of the product
that later became Citrix Profile Management

47/ /8. L% W bl o B - =)




sepago

What is he
talking about?

Two-part session ¢ 1) What is wrong with 32 bits? e 2) How x64 is going to save the world.
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Hey, 32 Bit —
What's wrong
with you?!

long. What is broken now?
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32-bit issues: #1 sepago

4 GB — impenetrable
Barrier?

232 = 4 GB o Is 4 GB the limit? o It depends...




32-bit issues: #1 sepago

Windows Edition

XP / Vista/ 7

Server Standard Ed.
(2003 - 2008 R2)

Server Enterprise & Datacenter Ed.
(2003 - 2008 R2)

32 Bit: Enterprise Ed. proves that 4 GB is not a hard limit e Clients artificially limited to 4 GB
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Windows Edition

| 128 GB
XP / Vista / 7 4GB (Win7: 192 GB)
Server Standard Ed.

(2003 - 2008 R2) HIEE 2 CE

Server Enterprise & Datacenter Ed.
(2003 - 2008 R2)

64 GB (w/ PAE) 2TB

Limits on current 64-bit platforms are still largely artificial




32-bit issues: #1 sepago

36 instead of 32 address lines - 64 GB addressable e Drivers must work with large addresses e
Because of bad drivers clients are limited to 4 GB e PAE enabled on virtually every machine because of NX/DEP dependency
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Need more than 4 GB
of affordable raMm?

Go x64!
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32-bit issues: #2 sepago

Process memory

What if we have memory-hungry applications? > Let’s see...




32-bit issues: #2 RAM sepago

Process 1 i Process 2
(virt. address space) (virt. Address space)
A 4 GB 4 GB
4 GB
2 GB for
kernel
M
2 GB for
process
Y ocB 0GB
0GB

Processes use virtual addresses ¢ VA space has fixed size: 4 GB of which 2 GB are reserved for kernel o
Each process only has 2 GB of virtual memory ¢ Multiple processes combined can use more than 2/4/8 GB
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Do you have RAM-hungry
Pacman processes?

Go x64!

Processes that need more than 2 GB are rare on clients and terminal servers e
But most databases need all the RAM they can get ¢ 64-bit or AWE-capable version of the application required
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32-bit issues: #3 sepago

Kernel memory

What if the kernel needs much RAM? - Let’s see...
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Process 1
(virt. address space)

2 GB for
kernel

M

2 GB for
process

Y oGB

RAM

]

sepago

Process 2
(virt. address space)

t _/_\_ -

I S

0GB

0GB

The kernel’s address space is mapped into every process’ virtual address space ¢ Kernel is limited to 2 GB
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32-bit issues: #3 sepago

Kernel Memory Areas:

Maxima on 32 Bit XP /2003 Vista - 2008 R2

491 MB (XP) /

2 GB (all '
650 MB (2003) GB (all 3 combined)

256 MB 2 GB (all 3 combined)

660-900 MB 2 GB (all 3 combined)

Kernel keeps track of system resources like file handles e If the kernel runs out of memory, becomes unresponsive
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32-bit issues: #3 sepago

Need to scroll
in Task Manager?

Go x64!

Many processes > many open handles - high kernel memory usage e
Lack of kernel memory performance limit for many 32-bit terminal servers
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32-bit issues: #4 sepago

Want to use all of
the 4 GB in your laptop?

(Not just 3.1 GB)

need memory windows for communication with drivers e
Physical RAM overlaid by those windows
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32-bit issues: #4 sepago

RAM
4 GB
device
memory
window
0GB

Windows client OS limited to 4 GB  Hardware devices need address space, too e
Overlay “hides” physical RAM e Extreme case: only 2.5 out of 4 GB available
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And of course:

2008 R2 = 32 hit

Windows Server 2008 R2 is 64-bit only
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How X644 is going to
save the world

The chrome looks the same, but the gears are different
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64-bit applications

Number of 64-bit applications growing e
Address space increases to 8 TB per process




sepago

32-bit applications

No emulation - full speed « WoW64 translation layer (32 bit app <> 64 bit kernel) o
32-bit services supported e Task Manager appends ,*32" to the process image name
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The 64-bit kernel only loads 64-bit drivers e Do not forget filter drivers (AV, etc.)
Also affected: version 3 printer drivers (although run in user mode), but not ODBC drivers (where DLL rule applies)
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Finally we get rid of DOS apps! e Conscious decision by Microsoft
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Where are the problems?
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MORE

memory
(20-50%)

Affects both 32-bit and 64-bit processes e Reasons: longer addresses,
larger code und data, thunking for 32-bit apps
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Redirection —
think 32-bit Windows
was too easy?

Coexistence of 32-bit and 64-bit executable files
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32-bit processes > 32-bit DLLS

64-bit processes > 64-bit DLLs
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So what?

That does not sound too bad. Not yet...
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Separation of 32-bit
and 64-bit code

Different directories for different bitnesses required
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64 hit:

C:\Program Files
C:\Windows\System32

64-bit files go into the well known directories
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32 bit:

C:\Program Files (x860)
C:\Windows\SysWOW64

32-bit files moved to second row
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System32 - 64 bit
Syswow64 > 32 bit

Confused?

em32 with SysWOW64 on x64 sometimes
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Compatibility?

Many applications hard code the path to ,System32" when loading DLLs e
But 32-bit DLLs are stored in ,SyswOwW64"
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System32

N

SysWOW64

32-bit processes do not see the real System32 folder e They are transparently redirected to SysWOW64 e
Some exceptions, e.g.: System32\Logfiles (no redirection)
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Duplicate folders
> duplicate files

Most programs and libraries exist as 32- and 64-bit versions ¢ Some are missing in 32 bit, e.g. logoff.exe




sepago

IE/32

or

IE/647

Example: Internet Explorer e Plug-ins are DLLs and thus 32-bit or 64-bit e
Many plug-ins not available in 64-bit version e Tip: ignore IE/64 just as Microsoft does (32-bit version is default)
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Cscrlpt/ 32
Cscrlpt/ 64

Example: script host ¢« COM objects are DLLs and thus 32-bit or 64-bit
Different script hosts see different COM objects > test all scripts!
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Tips

Migration
Questions
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Update
x86 - x64’

32-bit Windows cannot be updated to 64-bit ¢ New install required (and recommended)
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Better

performance
on x647?

x64 needs more RAM for same performance e x86 is faster as long as it does not reach kernel memory limits e
With x64 larger systems can be built e (This applies to terminal servers)
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Install apps as
3 2-bit or 64-bit

versions?

Avoid mixing e Not all software available as 64-bit
Recommendation: use 32-bit versions unless application is memory-hungry
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A .NET

.NET assemblies typically compiled for AnyCPU e Will run as 32-bit on x86 and as 64-bit on x64
Dependencies on COM objects may be fatal
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In-house
é applications &
custom

installers

Commercial software much less likely to cause problems




test test sepago®
test tESt

test test
tast test

Conclusion

test test test test test
test

test
test test test

test

test test

TEST early and test well
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